LAPTOP ENCRYPTION FOR MAC

How to check if FileVault is enabled?

In systems running OS X Yosemite 10.10 and newer, Apple encourages you to turn on FileVault
2 during setup. So, if you’re using a newer Mac, there’s every chance that your files are already
being encrypted.

Here’s how to check:

1. Click on the Apple menu and select System Preferences.
2. Select Privacy & Security.
3. Click on the FileVault tab and the status will be displayed.
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FileVault secures the data on your disk by

4 ; encrypting its contents automatically.

ﬂ WARNIMG: You will need your login password or a recovery key to access your data. A
recovery key is automatically generated as part of this setup. If you forget both your
password and recovery key, the data will be lost.

FileVault is turned on for the disk “Macintosh HD",

A recovery key has been set.

[ | Click the lock to make changes. ?

Before you turn on FileVault, be aware that the initial encryption process can take hours.
However, it does run in the background so you can continue using your Mac as normal, albeit
not at peak levels of performance.



Also, FileVault encrypts the entire disk. Any additional users will need to be enabled so that they
can unlock the disk by entering their password.

How to turn on FileVault disk encryption

Click on the Apple menu and select System Preferences.

Select Privacy & Security.

Click on the FileVault tab, then click the lock in the bottom left corner of the window.
Enter your administrator name and password and click Unlock.

Click Turn On FileVault.

Choose whether you want to link your iCloud account to FileVault to unlock the disk and
reset your password or create a recovery key and click Continue.

7. Click Restart to reboot your Mac and begin the encryption process.
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Choosing a FileVault Recovery Key

The FileVault recovery key deserves special mention here. If you choose this option over linking
your iCloud account, it’s critical that you make a note of the recovery key and keep it in a safe
place that’s not on your hard drive. Losing the recovery key makes your data unrecoverable so
it's worth writing it down and storing it in a safe place, as well as entering it into a password
manager.

How do | turn off FileVault?

Once your disk has been encrypted you can turn off FileVault at any time. You might decide to
do this if you find that the feature is too resource-heavy or this particular level of security isn’t for
you.

Click on the Apple menu and select System Preferences.

Select Privacy & Security.

Click on the FileVault tab, then click the lock in the bottom left corner of the window.
Enter your administrator name and password.

Click Turn Off FileVault.
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Disabling FileVault starts the process of decrypting all of your files. This runs in the background
but, like encryption, is a lengthy process.



